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Abstract:   

Intrusion Detection and Cloud Computing are the latest buzzword now a day’s and emerges as 
one of the key service of the Utility computing which builds on decade of research in the field of 
networking, web and software services. Cloud Computing offers a service oriented architecture, 
reduced information technology overhead for the end-user, great flexibility and reduced total 
cost of ownership.  Depending on the type of resources provided by the Cloud, distinct layers can 
be defined as Infrastructure as a Service (IaaS), Platform as service (PaaS) and Software as a 
Service (SaaS), from which later will deliver various Applications to the clients over the Web. 
SaaS has become a vital service for the technology vendors to provide a wide variety of 
application services, application products and on-demand services to their clients according to 
their utility and demand over the web as a key channel. But recent attacks on the clouds 
especially Distributed Denial of Service (DDoS) poses as a crucial threat to this key technology 
of the future.  

1. Introduction 

Cloud Computing has come up as a key service of the Utility computing. It is built on decade of 
research in the field of networking, web and software services. In this thesis, implementation of 
intrusion detection with the help of cloud computing methods is done. Transformation of 
Computing to a model consisting of services that are customized  and delivered in the same 
manner as traditional utilities like water, gas, electricity and telephony. In this type of model, 
based on their requirements users access services without regard to the place where the services 
are hosted or how they are being offered. Many computing systems have promised to deliver this 
utility computing vision and having grid computing, cluster computing and most recently is 
Cloud computing. 
Cloud Computing[1] as a utility, had been thought   of a great revolution in the field of 
computing, which will  upgrade  IT industry in a big way, can make software a better attractive 
service and would shape the way IT hardware is conceptualized and purchased. No big efforts 
are required to the software professionals with imaginary thoughts for new Internet services in 
hardware to deploy their services or the human cost to operate it. So, the computing world is 
swiftly changing towards developing software for millions to use as a service, instead of running 
on their own computers. 

2. CLOUD COMPUTING 
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Cloud Computing (Buyya et al. 2009) refers to the applications offered as services over the 
Internet as well as the hardware and systems software in the datacenters which provide these 
services. Cloud computing (Figure 1.0) is a model to allow requested network access, which is 
very convenient, to a shared group of configurable computing resources such as servers, storage, 
networks, applications and services which can be offered and released immediately with lesser 
service provider interaction or management effort.  

 

Figure 1.0 A Cloud Computing Environment. 

Source Internet (free pictures) 

These days, it is common to access content across the Internet infrastructure. This infrastructure 
has data centers that are monitored and maintained by content providers throughout. An 
extension of this paradigm is Cloud computing, wherein the capabilities of business utilities are 
exposed as useful services that can be accessed over a network. By charging consumers for 
accessing these services, the Cloud service providers are given incentives in terms of  profits to 
be made. Cloud computing ensures reliable services that are delivered through next-generation 
data centers which are built on storage technologies[2] and virtualized computation .With the 
help of data from a “Cloud” ,consumers will be able to use applications and data anywhere in the 
world , when required. Computing services should be scalable, highly reliable and autonomic 
that can support dynamic discovery and ubiquitous access. 

3. The Hop Count Inspection Method (HCIM) Algorithm 

The inspection algorithm calculates the source IP address and the final TTL value from each IP 
packet and then set the initial TTL value and subtracts the final TTL value for calculating the 
hop-count. The source IP address gives the index into the table to recover the correct hop-count 
for this IP address. If the calculated hop-count is same as the stored hop-count, the packet has 
been valid otherwise; the packet is likely to be spoofed.  It is observed that a spoofed IP address 
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may happen to have the same hop-count as the one from a zombie to the victim. In this scenario, 
HCF will not be capable to recognize the spoofed packet. But with a restricted range of hop-
count values, HCF is extremely successful in calculating spoofed IP addresses.*Algorithm 
HCIM  
Step 1: For each packet count the number of hops as Hcount                //   By  Hop Counter  or  Simple Inspection 
Step 2: Retrieve the stored Hop count index as Hstored 
Step 3:  For each packet 

if ( Hcount != Hstored ) 
then  ‘discard the packet’                    // Packet is malicious 
else 
‘allow the packet’   // Packet is legitimate 
Step 6 : end  if 
 
 

4. Proposed Algorithm  

Hop Count Inspection with Malicious Probability Rate   (HCI-MPR) 
 
Step 1: For given value of ‘𝝀𝝀’ and ‘p’ calculate ‘m’  ( 5 ) ,  no of malicious packets such 
that 

P(M = m) = 1                    (Joint probability of malicious 
packets ) 

 
Step 2: Initialize   count = 1 
 
Step 3: For each value of count =1 to m 
 

Extract final value of TTL (Time to Live) as Tf 

 
Investigate the initial value of TTL as Ti 

 
            Compute Hop count   Hc = Tf   - Ti 

 
            Retrieve the stored Hop count index as Hs 

 
            For each packet   
 

if ( Hc != Hs ) 
 
 

                         then  ‘discard the packet’                    // Packet is malicious  
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             else  
 
                          ‘allow the packet’   // Packet is legitimate 
 
Step 4: Increment count  as count ++ 
 
Step 5: Repeat step 3 until count < = m. 
 
Step 6: if count > m   exit . 
 
 

 
In our approach we are calculating the number of malicious packets from a given number of 
packets using a analytical approach (3.1). We first sample the number of packets on the basis of 
arrival at the server per a time unit. By taking that number of packets, the average arrival rate of 
the packets and the error probability of a packet we calculate the number of packets being 
malicious. Then we apply the simple HCIM (Hop-Count Inspection Method) Algorithm (3.5) to 
filter out first that many numbers of packets which was found out using the probabilistic 
approach. When we will reach at the exact number of packets, we simply release all the rest 
packets towards the server assuming that these are not malicious. It may also happen that we 
may lose some malicious packets being undetected but we save the computational time in a great 
extent than the actual HCIM Algorithm.   

5. Implementation  

The simulation has done by using GlomoSim(ver. 2.0) (Pandey & Fujinoki 2008) simulator using 
CloudSim (Buyya , Ranjan & Calheiros 2009 ) Toolkit to evaluate the performance of our 
proposed DDoS detection algorithm i.e Hop Count Inspection with Malicious Probability Rate 
(HCI-MPR)with results from the experiment and are compared to the traditional The Hop Count 
Inspection Method (HCIM) Algorithm. We tested our detection algorithm on a 2.67GHz 
processor, Windows environment.  
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6. About GlomoSim 

 GlomoSim (ver. 2.0) is a scalable simulation environment which is being designed using the 
parallel discrete-event simulation capability provided by Parsec. GlomoSim currently supports 
protocols for a wide variety of network. Most network systems are currently built using a layered 
approach that is similar to the OSI seven layer network architecture. The plan is to build 
GlomoSim using a similar layered approach. Standard APIs will be used between the different 
simulation layers. This will allow the rapid integration of models developed at different layers by 
different people. The goal is to build a library of parallelized models that can be used for the 
evaluation of a variety of wireless network protocols. The proposed protocol stack will include 
models for the channel, radio, MAC, network, transport, and higher layers. 

7. Experimental Setup 

Our simulation includes 2 source, 2 intermediate routers and 1 destination node .Out of which 2 
source nodes 1 node is attacker and 1 node is a legitimate user. The bandwidth of legitimate 
traffic is set constant and the simulation of attack traffic is achieved by randomly generating 
many pairs of Constant Bit Rate (CBR). The various parameters for the simulation are as follows 

1. Simulation Time  250 s  
2. No of Nodes  10 
3. Node Placement  Uniform 
4. Terrain Dimension 3000*3000 m2 
5. Noise Figure  20 db 
6. Temperature   295k 
7. Bandwidth  20kbps  

The simulation has been done for various parameters as performance matrices which will be 
analyzed below. 

7.1 Performance Evaluation 

The proposed algorithm Hop Count Inspection with Malicious Probability Rate   (HCI-MPR) is 
evaluated with the traditional Hop Count Inspection Method (HCIM) Algorithm on various 
performance parameters as  

• Computation Time 
• Detection Rate 
• False Positive Rate 

7.1.1 Computation Time 

The one of the vital parameter of the performance evaluation is the computation time , which can 
be seen as a network performance factor. The wide variety of sample input is taken to analyze 
the proposed algorithm on the simulator. 

http://pcl.cs.ucla.edu/projects/parsec/
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7.1.2 Detection Rate  

The other critical parameter of the performance evaluation is the detection rate. The detection 
rate will depend on the gravity of the DDoS attack, as some attacks can hamper the performance 
of the network to a great extent, so as to provide a mitigation approach for DDoS attacks, we 
have taken wide variety of sample input to analyze the proposed algorithm on the simulator for 
detection rate. 

7.1.3 False Positive Rate  

False Positive is the rate of legitimate packets that are incorrectly detected as malicious under 
the traffic. The rate is a vital measure of the performance of the proposed algorithm as it can be 
used to measure the effectiveness of the algorithm. While dealing with the DDoS attack some 
legitimate packets can go undetected and it can affect the system further in terms of low network 
performance and less availability of resources 

8. Conclusion 

Our works focus on Distributed Denial-of-Service (DDoS) attack which is considered one of the 
harmful attacks. For Cloud computing, which is emerging as a key technology of the future this 
attack had made the things crucial for the organizations which are providing their key service to 
the customers especially under Software as a Service (SaaS). This attack will harm the network 
within no time or without any prior knowledge which is providing servicers under SaaS.  As this 
attack is very much harmful, so many defense mechanisms were developed to mitigate the attack 
to make the systems free form harm. The attack strategies are also of different types. They may 
need the help of network services or may not need to mitigate the attack. Till now so many 
network supported solution were proposed but proposals without the support of network were 
very rare. Traditionally HCIM (Hop count Inspection Method) method was there to mitigate the 
attack.  
As the HCIM algorithm seems to be less effective for large data rates for mitigating DDoS 
attacks, hence we proposed an Analytical approach to work on these attacks. Then we proposed a 
algorithm HCI-MPR (Hop-Count Inspection with malicious probability rate) which made it 
possible to mitigate the DDoS attacks Effectively. We have compared the result of our approach 
with the result of HCIM method; we have collected the sample required for the attacks. The 
simulation results shows that our approach is taking less amount of time than the HCIM  method 
in  terms of computation time and also it could detect DDoS attacks more effectively as the 
detection rate of the proposed algorithm is much impressive than the traditional one. 

9. Future Scope of Work 

There are still several issues regarding the DDoS attacks on Cloud Computing environment that 
warrant further research as the existing network may connect multiple stub networks which 
could make a single IP address to appear and have multiple valid hop-counts at the same time , 
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which further require enchantment in the our  proposed algorithm HCI-MPR  to check the 
credential of the sender for legitimate packets .Secondly we need a systematic procedure for 
setting the parameters according to the Cloud environment for our proposed algorithm so that it 
shows effective results against real spoofed DDoS traffics. 
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