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Abstract: In this paper, some successful iris recognition methods are listed
and their performances are compared. Furthermore, the existing
approaches, challenges and conclusion are described. The purpose of ‘Iris
Recognition’ is to recognize a person from his/her iris image. Every individual
has a unique iris. Iris is an important biometric method with high accuracy,
performance and low error rate. Iris recognition is one of the most reliable
and accurate biometric techniques available.
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1. Introduction:

Now-a-days, biometric recognition is a common and reliable way to
authenticate the identity of a human being based on his physiological or
behavioral biometrics [1]. A physiological biometrics traits is stable in their
biometric like fingerprint, iris pattern, facial feature, hand geometry, gait
pattern etc. whereas behavioral biometric traits is related to the behavior of
person such as signature, speech pattern, keystroke pattern. Iris biometric
is a new branch of biometric recognition, which is concerns as the most
stable, safe and accurate biometric recognition method [2]. Iris recognition
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is not a new idea but has only been available in practical application for the
last 10 to 12 years. Iris biometric is used for security purposes and is an
almost foolproof access security means because of its ability to readily
identify false irises [3]. It has not been broadly used because of the cost, but
has applications that are ever increasing. Iris biometric will be a vital option
for security purposes in the future. Iris biometric depends on the uniqueness
of the iris [4]. The unique iris patterns are formed during the six month
following birth and do not change till death [5]. Furthermore it is stable with
in an individual over a lifetime, each iris remain constants.

Sclera

Figurel. Shows the outer structure of the iris

1.1 How Iris Recognition Work?

There are two stages in the iris scanning process for authentication:
First stage is known as the Enrollment process, when a person use the iris
scanner for the first time to save database that is required for the system to
identify that person for later use [6]. The second stage is known as Verification
process, when the system actually allows a person to get past after matching
the current details with the stored database during Enrollment stage [7].

1.2 Iris Scanner Verification

During the iris verification process, a person just need to stand in front
of a iris scanner and get his iris photographed to start this process. The
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system is programmed to extract person’s iris pattern and match it with the
stored database. When it matches, person identified positively.

Enroliment:

Present Capture _ﬂ Process '- No Match
Biometric ?
Verification: & Compare 3
Present _W_J Process &
Biometric Match

Figure-2. shows the enrollment and verification process

Iris biometrics depends on the uniqueness of the iris. Iris is an important
biometric method with very high accuracy and performance. If it compare
with other biometric traits, then it is unique in all type of biometrics. The
most important benefit of iris biometric is its stability. The iris remains stable
for a lifetime because it is not controlled to the environment [8]. The process
of iris recognition is a little bit complex. It starts by scanning a person’s iris
.The person stand in front of a camera for at least one or two second allowing
the camera to scan their iris. An algorithm processes the digital image
produced by the camera to locate the iris. Once the iris has been located,
another algorithm encodes the iris into a phase code that is the 2048-bit
binary demonstration of an iris. The phase code is then compared with a
database of phase codes looking for a match. For eg. 300 MHz Sun
Microsystems processor more than 1,00,000 iris codes can be compared
in a single second. In a matter of a one or two seconds a person can have
his iris scanned and matched to an iris pattern in a stored database to
identifying the person.
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1.3 How lIris is Safest Biometric?

Iris recognition is the most accurate biometric technologies in all and
there are several other factors in favor of iris recognition applications such
as:

1.3.1Accuracy:

Every iris is perfectly unique. A subject’s left and right iris is different
from each other as they are from any other person’s. It has been calculated
that the probability of searching two identical irises is on an almost one in a
one million cases [9]. Another different impacting accuracy is that no human
interference is required to “set” thresholds for False Accept and False Reject
performance. Instead, the human element plays no role in performance
standards for this technique; while an unmatched FAR (False Accept Rate)
performance of one in one million is delivered [10]. Iris Access system takes
over 240 degrees of freedom or unique characteristics in symbolizing its
algorithmic template. On the other hand, other biometric traits such as
fingerprints, facial recognition and hand geometry have far less detailed
input in template construction as compared to iris biometric. In fact, it is
probably fair to say that one iris template contains more data than is collected
in creating templates for a finger, a face and a hand combined. This is one
important reason why iris recognition can use with confidence.

1.3.2 Stability:

Stability is the most important feature in case of iris biometric. Other
biometric traits such as fingerprints, facial recognition, hand geometry are
changes significantly over time. Reenrollment is required in case of other
biometric traits. Voice change. Hands and fingers grow. The type of labor
one does, even weather temperature or one’s medical condition can result
in template changes in other technologies. But in case of iris biometric, the
patterns in the iris are constant from age 1 to death [11].

1.3.3 Fast:
Iris recognition method is very fast as compared to other biometric
techniques. It takes only one or two seconds in their working and represents
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accurate and high performance results. In contrast, fingerprint technique
takes more time to search from database and it also takes more space in
memory to store the database for a single person. Iris biometric technology
is designed to deliver 1:N searching of large databases in real time [12].
Looking at speed in conjunction with accuracy, there’s simply no other
technology that can deliver high accuracy authentication in anything close
to the real-time performance of iris recognition.

Tablel: Performance comparison of various Biometric Traits.

Characte
ristics =
Potential
Universal Unigue Permanence | Collectable | Performance| Acceptability t;fs:ulda
Biometri
Traits
Face High Low Medium High Low Low Low
Fingerprint Medium High High Medium High Medium Low
irls High High High Medium High Lo Low
Signature Low Low Low High Low High High
Voice Medium Low Low Medium Low High High
Vein Medium Medium Medium Medium Medium Medium Low
1.3.4 Scalable:

In case of iris biometric, very large databases can be managed and
speedily searched without demotion of performance accuracy [13]. For eg.
Iris Recognition and the Iris Access 3000 are ideal for large-scale ID
applications or enterprise physical security and applications characterized
by large databases. As iris data templates require only 512-bytes of storage
per iris.

2.1 Error Rate of Iris Biometric:

The accuracy of the system in identifying and verifying enrolled users is
described by:
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o False Match Rate (FMR)
e False Non-match Rate (FRR).

The FAR, also known as False Match Rate describes the number of
times when a person inaccurately positively matched. On the other hand,
the FRR, also known as a False Non-Match Rate describes the number of
times when a person should be identified positively is instead rejected. Both
error rates are interdependent —if one rate raises the other rate sinks. The
crossover rate, or the equal error rate, is the intersection of the rate of these
two events. Lower the crossover rate, the better the rating of the biometric
system.

False Rejection Rate

False Acceptance Rate

Figure 3. shows equal error rate

The configuration of these error rates must depend on the security
requirements. Very high security requires a low FAR even if the FRR is high
[16]. Entitled users can be rejected by mistake or need several identification
procedures, before the system accept them. Iris recognition, compared to
other biometrics technologies, has the lowest FAR and FRR. As the following
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graph shows, iris recognition is constantly above 1% in the FAR and
constantly at 0.00001% at FRR.

Iris ( {)
Accuracy |
0.1%
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False Reject Rate
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Figure-4.Detection error trade off: FAR vs. FRR.

2.2 Challenges of Iris Recognition:

There are still barriers to acceptance of iris scanning as a complete

replacement for other types of biometrics:

1.
2.

The cost is very high. This is a big jump over most fingerprint solutions.
The sensors are somewhat cumbersome to place on a users desk for
a second factor for system login [17]. Although many vendors do supply
a USB cable for PC connectivity, this technology looks like it will be
relegated to physical security applications in the short term.

One of the greatest challenges the country is faced with is the repeated
attempts of former expellees to re-enter the country (foreign nationals
expelled for various violations). Various control measures were
implemented to detect such cases. However, these measures appeared
to be inadequate to control and detect the return of deportees back in
the country.

3. Conclusion and Future Scope:
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Based on the performance, applications, reliability, ease of use, software
and hardware devices that currently support it, iris recognition technology
has potential for widespread use. Iris recognition technology cost comparably
much better with many other biometric traits. Iris recognition is the most
secure biometric technology available [18]. Iris recognition removes the need
for physical contact with the biometric measure device and is used for both
verification and identification process. Iris recognition technology has
advantage over other type of biometric technologies, due to its low error
rate (FAR and FRR) [19]. Iris recognition has made great strides in the last
10 years. It scores well compared to the other biometric technologies, both
in ease of use and in reliability [20]. It has not been broadly used because of
the cost, but has applications that are ever increasing. Iris biometric will be
a vital option for security purposes in the future.
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